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1  Search and retrieve Public Key Certificates

End-to-end encryption requires the sender of a message to possess the public key of
the recipient. The Secardeo certBox provides clients with X.509 certificates or PGP
keys. The certificates can be retrieved through a manual search on the web page or
automatically through configuration in a client application.

1.1 Search by an e-mail address

In order to search for X.509 certificates or PGP keys, please enter the letters
displayed on the left into the box on the right. If you are an internal user the captcha
code will not appear. Afterwards enter the desired e-mail address and click the
“search” button. The certBox will automatically search for X.509 certificates. If you
want to search for PGP-keys, please select “PGP” from the drop down menu.

[]
] ; o :
= ce rt B OX Find Certificate Upload Certificate Remove Certficate

/" -~ , Enter the letters shown on
LT 5 L theleftinto the box below:
40P
,.—"'_'_L_;ri':_,f __Ji I:|

|X.509 v| ‘ | | search

Please enter a valid e-mail address.

The search interface may be protected by login data. If you do not know the login
data, please contact the certBox administrator.

To perform a search, you might have to enter the login data into the corresponding
fields.

1.2 Download of a certificate, vCard, certificate chain or PGP key

The search result is displayed in a table beneath the search form. In the section
“Download” you can download the certificate in your desired format.
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mEn
::: ce rt B Ox Find Certificate Upload Certificate Remove Certficate

X509 ~ I aEEaErde o.com | search
Name Issuar Valid until Key usage Download
Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment s vCard
Faridul Alam | SwissSign Personal Gold CA 2014 - G22 | 16.12.2022 Key Agreement » Certificate (binary)

TLS Web Client Authentication
E-mail Protection

Microsoft Encrypted File System
Microsoft Smartcardlogin

# Certificate (ASCII)

Click on the desired link, select "Save" and save it to a folder on your computer.

Explanation of the search result:

Name: This is the common name from the certificate.

Issuer: This is the common name of the issuing CA

Valid until: The certificate is valid until this date.

Validation: This column is optional and will only be displayed if the validation
feature of the certBox is active. The sign “validated by certBox”
means that the found certificate is validated and approved to be
used. If a question mark appears the certificate is not classified
as trustworthy by the certBox, but the revocation status has not
been verified.

Key usage: The certificate can only be used for these purposes.

Download:

vCard A vCard includes the digital certificate ans also information about
the contact, such as e-mail, name, phone etc. The vCard can be
opened, for example, directly from Outlook and saved as a
contact.

Certificate The digital certificate of the person that is listed in the “Name”

(ASCII) field. It is encoded in PEM format, which is a sub-set of ASCII.

Certificate The certificate in binary format (DER).

(binary)

Certificate chain
(if available)

A certificate chain is a PKCS#7 container which contains the
complete associated certificate chain. That is, the root certificate,
any intermediate CA and the user certificate. The chain is
required by some programs to trust the user certificate because
otherwise, it will not encrypt with this certificate. Unfortunately we

certBox User Guide
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can’t offer a complete chain for all certificates.

If you want to search for a PGP key just click on the link “PGP Key” in the download
section. Select "Save" to save it to a folder on your computer.

Find Certificale  Upload Certificate Remove Certficate DE Help

s 1 |

WET T Valid until Comment Download

Doe, John XOOO0OOOOCOOOOOL n/a edemnal (s PGP Key
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2 Upload or remove your Public Key Certificate

By clicking on “Upload certificate” you can publish your Public Key Certificate for the
internal users of the certBox. Your certificate can then be found by them and they
can send you encrypted e-mails. If the Button is not available this feature is currently
not activated on the certBox.

A login dialog may appear. If so, enter “partner” for user and the password you have
been told by the certBox administrator.

The “Upload Certificate” dialog appears. You have to browse for the local certificate
file and press the “Upload” button. The certificate will then be published. Depending
on the configured policy the upload may have to be approved by the certBox
administrator.

Publish your User Certificate

You can upload your X.509 encryption certificate or your public PGP key. The public key may then be
used by your partners to encrypt for your e-mail address.

——_ Enter the letters shown on

<~ %" the left into the box below:
brdo =

Certificate file: Choose File | No file chosen
Upload
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If you want to remove a certificate you have previously uploaded click on the link
“‘Remove Certificate”.

EEE
EER i ifi i
S~ rt B OX Find Certificate Upload Certificate Remove Certficate

Remove your User Certificate
To remove your personal user certificate please enter the corresponding e-mail address.

7~ =/ Enterthe letters shown on

; }’K@’_ﬁﬁj the left into the box below:
/o

P

Your e-mail address: |

‘ Remove ‘

Enter the e-mail address for the certificate to be removed. The request may have to
be approved by the certBox administrator. An e-mail with a confirmation link will be
sent to the certificate owner. The certificate owner can confirm the certificate removal
just by clicking on the link. If the request is not made by the certificate owner, then
simply ignore the email.

3 Outlook

To encrypt an e-mail, it is mandatory to install your own certificate into the certificate
store of the application. This will be a prerequisite for the following steps.

3.1 Encrypt an e-mail

You can encrypt or sign e-mails in Outlook by enabling the respective buttons that
can be found under the tab “Options” and “Permission”. Alternatively, it is also
possible to add the buttons to the Quick Access Toolbar.

Untitled - Message (HTML)

(NPl FormatText  Review Help @ Tell me what youwantto do

- f Jmm} ] )
:”‘t“ &j =1 1 [ Request a Delivery Receipt | %5 §7% :t-
onts -
Page

Themes Bec Encrypt Sign | UseVoting [ pequest a Read Receipt SaveSent Delay Direct
- [BlEffects~ cgpqr - - Buttons ~ 5 2 Item To > Delivery Replies To

Themes Show Fields Enaypt Tracking il IMore Options o ~

Customize the Quick Access Toolbar

Create a new e-mail. Click on the little arrow in the top (“Customize Quick Access
Toolbar”) and then click on “More Commands...”
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H . Untitled - Message (HTML)

File Message  IncRnietid Se i bl Review  Help @ Tell me what you want to do
v Save
Colors v 41 0 T B @
F o) Quick print ] L Request a Delivery Receipt 0y CQ %
onts —
Themes PaO  print Preview UseVoling [ pequest » Read Receipt SaveSent Delay Direct
v [@lEffects - copor Buttons ftem To ~ Delivery Replies To
Themes Spelling & Grammar Tracking [ More Options I} ~
v Undo
; Fromiyy }v Redo
Lo Attach File
Send
Ce High Importance
Subject | Lowimportance
Forward
Delete

Move to Other Folder
v Previous ltem
¥ Nextltem
Touch/Mouse Mode

More Commands...

Show Below the Ribbon

On the left side select “All Commands” and add “Digitally Sign Message” and
“Encrypt”. Then click “OK”

G | . .
Enera E‘E Customize the Quick Access Toolbar.
Mail
T Choose commandsfrom:@
alendar
| All Commands - |
People Customize Quick Access Toolbar: (i)
Tasks <Separators |E H save
Search (Actions) € Undo
Language (Properties) (5 Redo
Accessibility <<No label>> T Previous ltem
<<MNo label> > ¥ J Mext ltem
Advanced
<<No label>> 2 Sign [Digitally Sign Message]

Customize Ribbon 1. E-mail Message [Mew Mail Me... Encrypt

Cuuick Access Toolbar 2. Appointment [New Appointm...

3. Meeting Request [New Meetin...
3-D Colar b
3-D Effects

Add-ins

Trust Center

Q¢cElED P A

¥
3-D Effects []
3D Model Views [«]
3D Models [Insert a 30 Model] | ¥
3-D On/Off

3-D Options... [More 3-D Bevel O...

3-D Options... [More 3-D Text Ed...

i » lz‘ Customizations: o
O Show Quick Access Toolbar below the Ribbon Import/Export * o

| oK | | Cancel

w

3-D Rotation

] Q&g 2 &

E

Now there should be two new symbols on your Quick Access Toolbar.

H Untitled - Message (HTML)

File Message  Insert [ROEGEGCEM FormatText  Review  Help 0 Tellmewhat youwantto do
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Whenever you write an e-mail in the future you can sign and encrypt it with these
symbols.

3.2 LDAP configuration for automated certificate search

If you encrypt frequently, you should consider setting up a directory server (LDAP)
which will automatically download the recipients’ certificates.

Navigate to your account preferences

©

Account Information

Open & Export

Posteingang

(‘/‘] Susi Sorglos
Save A U') Microsoft Exchange

4 Add Account
Save Attachments

: [Tl Account and Social Network Settings
ATl - Change settings for this account or set up more
Account connections.
Settings ~ Connect to social networks,

Office Account

| @ | Account Settings...

!{} Add and remove accounts or
change existing connection settings.

Options

Exit ._,.; Social Network Accounts .
& Configure Office to connect to (Out of Office)

social networks. fy others that you are out of «

Click on “Address Books” and select “New”

Account Settings pd

Directories and Address Books
You can choose a directory or address book below to change or remove it.

E-mail [ataFiles RSSFeeds SharePointLists Internet Calendars Published Calendars Address Books

[CEY Mew... |5 Change... % Remove

Mame Type
Cutlook Address Book AP

There you select “Internet Directory Service (LDAP)” and click “Next”
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Add Account

Directory or Address Book Type
You can choose the type of directory ar address book you'd like to add.

@ Internet Directory Service (LDAP)

Connatto an | OAR camrartn find anlH Vgrify e-mail addresses and other
information.

() Additional Address Books

Connect to an address book to find and verify e-mail addresses and other
information.

Afterwards you enter “ldap.certbox.org” for the server name

Add Account

Directory Service (LDAP) Settings
You can enter the reguired settings to access information in a directory service,

Server Information

Type the name of the directory server your Internet service provider or system
administrator has given you.

Server Mame: Idap.certbox.org|

Logon Information

|:|This server requires me to log on

Require Secure Password Authentication [SPA)

Maore Settings ...

Now click “Next” and then “Finish”

3.3 Import certificate in the Outlook Contacts

3.3.1 Add certificate to an existing contact
Follow these instructions if you want to encrypt once to an existing contact.

For the import, click on “Contacts” and double click the contact of your choice
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4 My Contacts
123
Contacts Doe, John
a
John Doe
Connect to a social network b
+45 [8%) 11 22 33 Work
C john.doe@secardeo.com
d
e
f
4
h

Click then on “Contact” and click on “Certificates”. Now import the previously
downloaded certificate via the “Import...” button.

FILE CONTACT INSERT FORMAT TEXT REVIEW

'7)_] x . Save & New ~ Izl &, Details L—.| r\ fmml, 28! :'\‘. s 1 Categorize - a_@
= yp— B3 b3 W | Vo wy > 2=
’§_|_,F0r\c\ran:iv - - - : | Follow Up ~
Save & Delete General - Email Meeting More  Address Check  Business Picture . Update Zoom
Close [ All Fields - Book MNames Card - Private
Actions Show Communicate Mames Options Tags Update  Zoom -

Qutlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact,

Certificates [Digital 1Ds)

Impaort...

If you don’t have the root certificate, you can also use the "Properties" button to
explicitly trust the certificate (This is necessary in order to encrypt).

3.3.2 Create a new contact with the help of a vCard

Follow these instructions if you want to encrypt to a not yet existing contact.

Open the vCard. Now select “Save & Close”

2 H © e John Doe - Contact
CONTACT IMSERT FORMAT TEXT REVIEW
e . Save & New - [ Details T szl
e |X & RN & & @ [
|§_|_,F|:|rm.rard' A Certificates - -
Save & Pelete General _ Email Meeting More  Address (
Close [ All Fields - Book M
Actions Show Communicate Mame
Full Mame... John Doe
Company
Job title
File as Dwae, John -

If you don’t have a fitting root certificate you can also explicitly trust the certificate as
described at the end of chapter 3.3.1.
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3.3.3 Create new contacts with the address book search

Create a new e-mail and click on “To...“. Then enter the desired e-mail address and

choose “ldap.certbox.org” as address book. Then right click on the contact and click
“Add to Contacts”.

Select Mames: |dap.certbox.org >

Search: Mame anly @Mn[ecnlumns Address Book

michael@secardeo.com Go |Idap.certbux.nrg - Other Address Books v| Advanced Find

| Mame E-mail Address E-.. Business Phone Lcuca1|
Properties
Add to Contacts
Mew Entry...

>
To -»
Cc-»
Bec -»
Ok Cancel

3.4 Import certificate into the Windows certificate store

This certificate can later be used to encrypt, if your application can form the
certificate chain. If not please follow the instructions in chapter 3.5.

You can check this with opening the downloaded certificate file. Navigate to the tab
“Certification path”. If one of the shown certificates is marked with a red “X” the chain
cannot be formed. For this case there is a solution at the end of this chapter.

For the import, select the certificate and click on “Install Certificate®

o

Mame Date modified Type Size
=l john.doe@secarden.com.c jcate 2 KB
Open
Install Certificate
Open with...
Share with 2

Afterwards click on “Next"
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£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains infarmation used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

Store Location

@ Current User
(") Local Machine

To continue, dick Mext,

Cancel

If the certificate chain can be formed select “Automatically select the certificate store”
and click on “Next” and “Finish”.
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€ £ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

{__J Place all certificates in the following store

Browse...

Cancel

Otherwise select “Place certificates in the following store” and click “Browse”. Then
select “Trusted persons” and click “OK”.

You should only choose this option when you are sure, that the certificate is owned
by the recipient and that it is valid.
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ot

€« &% Cenificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

Select Certificate Store >

| Browse,..

Select the certificate store you want to use,

----- | Active Directory User Object ™
----- | Trusted Publishers

i 7| Untrusted Certificates
E-Merﬁﬁcaﬁnn Authorities

Wl Trusted People

W
RN T LT TRERT AN Tea iare

[ ]show physical stores

Cancel
_ Corcel

Now click “Next” and then “Finish”.

3.5 Import certificate chain into the Windows certificate store

For the import, select the certificate chain and click on “Install Certificate®

Mame Date modified Type Size

=] john.doe@secardec.com.pTb 4/11/2016 6:43 PM PECS #7 Certificates 8 KB
Open

Install Certificate

Open with...

Share with s
Afterwards click on “Next”
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£# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains infarmation used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

Store Location

@ Current User
(") Local Machine

To continue, dick Mext,

Cancel

If the certificate chain can be formed select “Automatically select the certificate store”
and click on “Next” and “Finish”.
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& & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

{__J Place all certificates in the following store

Browse...

Cancel

Now click “Next” and then “Finish”.

4 Mozilla Thunderbird

To encrypt an e-mail, it is mandatory to install your own certificate into the certificate
store of the application. This will be a prerequisite for the following steps.

4.1 Encrypt an e-mail

Configure your certificate for encryption and digital signing at “Account Settings”,
then "End-To-End Encryption”.
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Inbox @ Account Settings X ‘

v B End-To-End Encryption

= Server Settings .

. o To send encrypted or digitally signed messages, you need to configure an encryption technology, either OpenPGP or S/MIME
opies & Folders

D P Select your personal key to enable the use of OpenPGP, or your personal certificate to enable the use of S/MIME. For a

Composition & Addressing personal key or certificate you own the corresponding secret key. Learn more
Junk Settings

Disk Space OpenPGP
End-To-End Encryption

Thunderbird doesn't have a personal OpenPGP key for A Add Key...
Return Receipts =

~ 03 Lokale Ordner
Lo Sfinge Use the OpenPGP Key Manager to view and manage public keys of your correspondents and all other keys not listed above.
Disk space

& Outgoing Server (SMTP) OpenPGP Key Manager

S/MIME

Persanal certificate for digital signing:

Personal certificate for encryption:

Manage S/MIME Certificates S/MIME Security Devices

Default settings for sending messages

‘Without end-to-end encryption the contents of messages are easily exposed to your email provider and to mass surveillance.

on for new messages
You will be able to disable eneryption for individual messages
A digital signature allows recipients to verify that the message was sent by you and its content was not changed, Encrypted
messages are always signed by default.
Sign unencrypted messages
Account Actions ~
Advanced settings

3 Thunderbird Settings Attach my

i Add-ons and Themes

a

le

()

Begin to write a new e-mail and click on the arrow next to “S/MIME”. Select if you
want to encrypt or sign the email.

# Write: (no subject) - Thunderbird
File Edit View Options  Security Tools Help

Send | £ Enerypt | @ S/MIME E‘ FySpelling v & Save | v

OpenPGP

S S/MIME om> . o e »
™ E Encrypt
Subject Digitally Sign
Paragraph % || Varig View Certificates Of Recipients LB I U|&|E == =|=v @ O~

4.2 LDAP configuration for automated certificate search

Go to the “Account Settings”, then “Composition” and then “Addressing“. Enable
“Directory Server” and click “Edit Directories...” and then “Add*
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Inbox ‘ 53 Settings X
.
£ Find in Settings
Eé‘:g General Use reader's default colors
@ Restore Defaults

f Composition
Use Paragraph format instead of Body Text by default

@ Privacy & Security

@ Chat Sending Format
o Automatic
If no styling is used in the message, send Plain Text. Otherwise, send HTML with a Plain Text fallback.
() Both HTML and Plain Text
The recipient's email application will determine which version ta show.
() Only HTML
Some recipients may not be able to read the message without a Plain Text fallback.
() only Plain Text

Some styling will be converted into 5 plain altemative, while other composition features wil be disabled.

Addressing

When addressing messages, look for matching entries in:

D Local Address Books

Directory Server:  None v Edit Directories...

Automatically add outgeing email addresses to my: Collected Addresses v

Default startup directory in the address book window:  Last used directory ~

Attachments

Check for missing attachments Keywords...
@ Account Settings Offer to share for files larger than ‘

i Add-ons and Themes ‘ ‘
I&

()

Complete the dialog as follows and click “OK®. Close all dialogs until you are back at
“Addressing".

lew LOAP Directon X

General Offline  Advanced

Marme: certBox.org

Hostname: Idap.certbox.org
Base DM: Eind

Port number: 389 G

Bind DM:

Usze secure connection (55L)

Back at “Addressing” select “certBox.org” as LDAP-directory server.
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Inbox
ﬁ:_l;:i General
e

f Composition
@ Privacy & Security

(2D chat

) Account Settings

i Add-ons and Themes

I&

()

‘ 53 Settings X

Use reader's default colors
Text Color: [N

Background Coler:

Use Paragraph format instead of Body Text by default

Sending Format

o Automatic

Find in Settings

Restore Defaults

If no styling is used in the message, send Plain Text. Otherwise, send HTML with a Plain Text fallback.

() Both HTML and Plain Text
The recipient's email application will determine which version ta show.
() Only HTML
Some recipients may not be able to read the message without a Plain Text fallback.

() only Plain Text

Some styling will be converted into 5 plain altemative, while other composition features wil be disabled.

Addressing

When addressing messages, look for matching entries in:

D Local Address Books

Directary Server: certBox.org

~ Edit Directories...

Automatically add outgeing email addresses to my: Collected Addresses

Default startup directory in the address book window:  Last used directory

Attachments
Check for missing attachments

Offer to share for files larger than ‘ 5 ?‘ MB

~

~

Keywords...

4.3

Import a certificate

Thunderbird only allows certificates to be imported, when it can form a complete
certificate chain for it. For this you have to import the certificate chain as described in

the next chapter.

Got to the settings and click on “Advanced” and then on “Certificates”

| View Certificates ‘

General Data Choices Metwork & Disk Space Update

When a server requests my personal certificate:

Security Devices

Options x
' =T £ 62
= € = W it = v i
General Display Composition Chat Privacy Security Attachments | Advanced
Certificates

Query OC5P responder servers to confirm the current validity of certificates

Click on “People” and then on “Import®

certBox User Guide
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@ Certificate Manager

hervers Suthorities Others

People

Your Certificates
You have certificates on file that identify these people:

A

Certificate Name Expires On E-Mail Address

Import... Export... Delete...

View...

OK

Open the previously downloaded certificate.

4.4 Import a certificate chain
Got to the settings and click on “Advanced” and then on “Certificates”
Options X
. = e :.Ir_ I::_.,;r.._}
Chat Privacy Security Attachments | Advanced

Display Compaosition

General

General Data Choices MNetwork & Disk Space Updatd Certificates

When a server requests my personal certificate:

Cuery OCSP responder servers to confirm the current validity of certificates

Security Devices

| View Certificates ‘

Click on “Authorities” and then on “Import*

certBox User Guide -19 - 16.05.2023



SECARDEO s certBOX

& Certificate Manager — O >
Your Certificates People Servers| Authorities |Others
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device 22
AC Camerfirma S.A, e
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 20038 Builtin Object Token
wAC Camerfirma 54 CIF A32743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
wACCY
ACCVRAIZ Builtin Object Token
s frtalic S n A /N3ISASINOART o
View... Edit Trust... Import... Export... Delete or Distrust...
oK
Now check the middle check box and click “OK®.
Downloading Certificate *

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Windows-Test-CA" for the following purposes?
[ Trust this CA to identify websites.

I Trust this CA to identify email users, I
[ Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

] Cancel
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5 Outlook for iOS and Android

Box

To encrypt an e-mail, it is mandatory to install your own certificate into the certificate
store of the application. This will be a prerequisite for the following steps.

To activate encryption and digital signature, inside the Outlook app, you need to go
to “Settings”, then “Email-Accounts” and “Security.”

X Settings

General

Help & Feedback

Set Default Email App

Email Accounts

= IMAP

Edit

n Office 365

0 Office 365

Add Email Account

Storage Accounts

Py OneDrive

susi.sorglos@secardeo.onmicrosoft.com

{ Office 365
Storage
Office 365
Account Settings
Suggested Replies ()
Text Predictions D
Automatic Replies Off >
Block External Images
Save Contacts
Microsoft Editor ()
Editor Language Default >
Security >
Report Messages Ask »
Online meetings On »

There you can now activate S/IMIME and your
displayed here. You can now activate signature and encryption as the default for your

e-mails.

£ Security

| S/MIME

© |

Send and receive signed and encrypted emails

Always Send As

Signed

Encrypted

Certificates (2)
]
Certificate Expires - May 10, 2024
q -
Certificate Expires - May 05, 2024

LDAP Server

URL Idap://certbox.org:389

installed certificates should be

It is also possible to activate and deactivate encryption and signature on any email
individually by clicking on the three dots and then on “Sign and Encrypt”.
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In order to send out an encrypted e-mail, you need to first install the certificate of the
recipient into your Outlook app. This can be done automatically through certBox or
manually. In order to automatically search the certBox for the recipient’s certificate,
you can configure the LDAP-Directory at “Settings — E-Mail Accounts — Security —
LDAP Server”.

£ Security

S/MIME 0

Send and receive signed and encrypted emails

Always Send As

Signed

Encrypted o
Verify your identity by signing your emails and protect your content by
encrypting your emails.
Certificates (2)

Certificate Expires - May 10, 2024

Certificate Expires - May 05, 2024

LDAP Server

URL Idap://certbox.org:389

In order to manually add a certificate, you can press on the banner “Signed” when
receiving an e-mail from them and the app will ask you to import their certificate and
to use it for future encryption.
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cert

Focused  Other = Filter

10:13
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= Inbox
Focused Other = Filter  (no subject)
1043
(no subject) | © signed
This message has no content.
You
To You
Microsoft Outlook 10:06
Unzustellbar: 2
Ihre Nachricht an
K-..
Yesterday
8 . Wednesday
encrypted and signed
This message is encrypted Signed Email
We verified

This message has no conte

) as
the signer of this email.

Install their certificate to exchange

encrypted emails.

Wi

Install Certificate

RE: Test
This message is encrypted

° |
Test-3

Cancel

. Wednesday
Test a
test
Microsoft Outlook  Wednesday
Unzustellbar: secardeo 2
Ihre Nachricht an

AR Wednesday

| 1
Signin

€ v Reply options

Email Q_ search

@ Calendar

This message has no content.

@ Unzustellbar: 2

Ihre Nachricht an

Yesterday

Wednesday
encrypted and signed
This message is encrypted.

We
Test-3
This message has no conte

We
RE: Test
This message is encrypted.

) © 6 06 60 O

Wednesday
Test «
test
Wednesday
Unzustellbar: secardeo 2
Ihre Nachricht an
E Wednesday
Please sign in to your . Signin

o cmail

You can now send and receive
encrypted emails with

(no subject)
@ signed
You 10113
To You
(e}

Certificate Installed

OK

€ v Reply options

Q_ search [ catendar

6 Apple Mail

To encrypt an e-mail, it is mandatory to install your own certificate into the certificate
store of the application. This will be a prerequisite for the following steps.

6.1 Encrypt an e-mail

Encryption can be turned on and off in Mail by pressing on the padlock symbol if the

certificate is available.
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6.2 LDAP configuration for automated certificate search

The import of certificates via the LDAP interface of the certBox is currently not
supported by the iOS.

6.3 Import a certificate manually from the HTML-Search

Press the link “Search” and enter the requested e-mail address
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john.doe@secardeo.net

eee 100 % "

certbox.org @ ] @ + &8

Name John Doe

Issuer SwissSign Test Sub CA 2016 - G22

Valid until 10.05.2024

Key usage Key Agreemen

TLS Web Clien

Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment

E-mail Protection
Microsoft Encrypted File System

t
t Authentication

i vCard

- —
Download Zertifikat (binar

« Zertifikat (ASCII)

« Zer

Impressum  Terms of Usage ~ © 2023 Secardeo GmbH, lsmaning

Afterwards press on the link “Certificate”.
The device automatically recognizes, that the file is a certificate and it will be

available in “Settings”
Press on “Install®.
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